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Please Note: Some screens in this quick start guide contain options that do not pertain to
SSL or public key certificate-based authentication. If you need additional information
regarding these steps, please see the GroupDrive Administrator User’s Guide. For the
purpose of this SSL/public key certificate-based authentication quick start guide, we will
guide you through these options without configuring additional settings.
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Public Key Authentication—Best Practices

Each entity in a secure environment, both the client and the server, should generate its own
key pair. This key pair will have a public key and a corresponding private key. Never share
or send your private key to anyone as this will compromise the integrity of your key pair. It
is always a good practice to password protect your private key, and GroupDrive requires
this.

Each GroupDrive client’s public certificate must be provided to the GroupDrive server
administrator to be installed on the GroupDrive Server. While it is possible to use the
Certificate Management features in GroupDrive to export your private key, it is highly
discouraged unless it is for backup purposes because it is difficult to ensure the integrity of
the private key during the physical transfer of the key file. If it is necessary to export the
private key, it is recommended that the transfer be performed over a secure medium.
Export the keys to an encrypted USB drive, or encrypt the files onto a DVD/CDROM.
However, never e-mail the private key. E-mail is natively insecure and there is no way to
ensure the integrity of the files during electronic transfer.
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Configuring the Server

1. Run the GroupDrive Administration Utility and select New
Server Wizard. The New Server Wizard will launch.

2. Select the Server Type (clustered or non-clustered).

3. Type a unique Server Name. Type a Server
Description (optional). Click the drop-down arrow
to select your IP Address. (Any available IP : 3
address indicates that the server will listen on all IP Paasasl il s

addresses that are configured on the PC, along with

the local IP address of 127.0.0.0, also known as Gt e e 0T

localhost.) Select th.e Port number by using the . =
up/down arrows. Click Next.

4. Select a directory to be used to store user data. [
This directory will be the default directory for all
user data. Each user can then be customized
individually. Use the browse “...” buttons change
the default location of your User Data Directory,
Logfile Directory, Temporary Cache Directory,
System Database Directory, and SSL Certificate
Store Directory. Click Next.

5. GroupDrive uses an internal database to store
configuration, user and runtime information. Use

the drop-down arrow to select the SQL Server e - g
instance. Type the name of the SQL database. T e B
Select your authentication method. Click Test et sipd

Connection to test the database connection to the Pt |
GroupDrive server.

e |

NOTE: SRT supports GroupDrive configurations using SQL Server 2005 or later or SQL
Server 2005 Express or later, test or production environment. No other databases are
supported.
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6. Select your User Authentication Database using _

the drop-down arrow. For our example, we will
use Native GroupDrive Server User
Authentication.* Click Next.

— SRT

Choote the surhennzaoe datatase b ey serve

Back Cancel Helo

*Once you select a User Authentication Database option in GroupDrive, you cannot change
to a different method after the server wizard has completed. Use the drop-down arrow to
select a different type of User Authentication. If you need more information about
configuring user authentication, please see the GroupDrive Administrator User’s Guide or
the SRT User Authentication Quick Start Guide for your specific user authentication

database.

7. The wizard will walk you through the steps for configuring ]
your SMTP Mail Server and User Account for Web- J
Based Server Administration. Click Finish to create the <Back IF—h“?I e
server. —— j

8. Once the server is created, the server starts and
appears in the main GroupDrive Administrator window.
A green icon appears to indicate that the server is
running. You may now add users to the system.*

Pl Serem Vew el

S50 RRISMD |

W ouslrive Server Domars Goreesl | acvanced rartcaton | Sacuty 1
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9. At this point, your Server is
configured and will be running. Use
the right/left arrows until you can
select the HTTPS/SSL tab under
the server settings. The HTTPS/SSL
tab is used to configure SSL and
Server Certificate settings for the
server. To enable SSL on this
server, select the Enable SSL
Security on this server check box
and select the
port number using the up/down
arrows (default port 443). If you
would like to Allow non-SSL
connections to this server, select

SRT

Grouplrive Server Administrator

T Strver Mew b
A ERERNR RN LY
.“’J“W‘-"‘“S""‘DM Ginneal | Advareed | Dinciones | Secuiy YLoggng | Quata | 1P access | n-mQ"'j
= § wsiod
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3 Acivty
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+ ¥ Al o551 connections Lo his serves
! -
r"\z;lﬂ I Foocguae busled certircsles rom cherds wha correc securety
It Push Conberk
W aD
AT LDAR
Publc Key
Server Certficate Setting:
Lt the Iokwins ceticss fof this terver
| =] € Catfals Manapenent
Enie the patiweed ascocisted wih this cartficars
Crvtiicate Stoun Fridsr:
[C S ecT e\ SN T 2\ CemStore’,
sy | Rrves |
| 0 | 1

the check box. If you enable Require Trusted Certificates, please be aware that
this feature requires that all clients who connect securely provide a trusted certificate
to connect.* This is the most secure method of connecting but it requires that
trusted keys be distributed to each user offline, so it may not be practical. Click
Certificate Management to manage certificates for this server.

*If you enable Require trusted certificates from clients who connect securely, you
must install the GroupDrive Cient Certificate on the GroupDrive server and configure each
user to the appropriate certificate. See Appendix A for additional information about
requiring trusted certificates and adding users to GroupDrive Collaboration Server.

10. GroupDrive’s Certificate Manager provides several
options. You can choose to Create a new certificate.
You can Import your certificate and private key. If you
select Sign CSR, the Certificate Signing Wizard will
launch. Once you have certificates stored in
GroupDrive Collaboration Server, you can also use the
Certificate Manager to Delete, Export* or Update your
CSR, or to look at the Properties of your CSR. cese. | e

o Cartificats Managar
Conticatn List

Common Name

Sign (3R

%]

|

Certificate Manager options are described next. Choose
the option that best suits your needs and then continue to step 12 of this quick start

guide.
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To Create a New Certificate

1. Click Create to create a certificate. This will (& CortficatoManager_[X]|
launch the SSL Certificate Wizard. EC‘LN = |
| ‘ Sign CSR ‘ |
( Eloata ? o ‘ ‘ [ e |
2. Type your Certificate Information.* You T T PR
must supply your information for each field. e
ommon Name: | galabl. southrvertech. com
Use the drOp-dOWI’l arrows to choose the Drgarizatior: |South River Technologiss
Country and Valid From and Valid To e P ————
dates. Enter the valid Email Address that SIEIE“F’LW‘"CE Honend
will be used to contact the owner of this veidFrom [ 1218 =]
o . Walid To: | 1/21/2003 LJ
certificate. Click Next. s E———
Enter a valid Email Address used to contact the owner of this certificate.
[ e ] Concel ‘ Help |

*The Common Name (CN), also known as the URL (Uniform Resource Locator), is the
fully qualified domain name used for DNS lookups of your server. Avoid using
characters that any system treats as special characters. Please note that some
Certificate Authorities do not allow you to abbreviate the State/Province name, so it
is best to spell out the State or Province name.

3. Select a desired key length to be used with your

- R Eﬁ'sl Certilicale Wizard - Stop 2 La‘:-j
certificate. Longer key lengths provide better ' ————— ]
security, but result in slower performance. Shorter B e
keys run faster but are less secure. Key lengths of C iz

¥ (1024 brg
1024 bits or larger are recommended for secure « o

. . 405 Bay
environments. Click Next. £ o Ky S i) =]

Ihml The gth wih 1 drcae. Shotle heys ae lews secue. bul peid

cBock T Hetr P Conesl Help

GroupDrive Server SSL/Public Key Certificate-based Authentication Quick Start Guide 6



SRT

4. Your Certificate Name will populate SSL Certificate Wizard -Step 3
automatically. Create a Private Key .
password. Your password must be at least o s
four characters with no spaces and is case
sensitive. After you confirm your password,
click Next.

Piivate key passwerd:

Confim password

Enter a password that will be used ta secuie the private key associated with this certificale,

< Back q Mext > b Cance Help

5. There are three options available for generating your certificate:

Self-sign this certificate—Select this option if you e
would like your new certificate to be self-signed. Self-
signed certificates are relatively insecure. In general,
this option should only be used for testing purposes
and should not be used for certificates that will be
used in a production environment.

" Self-sign this certficate

Seli-signed certificates are relatively insecure and should not be used in
production envionments.

Expart the cetficate request [CSR] to the following diectory:
[C\anFipS acFieshlest CentSiore\qalab souhivetech comesr . |

" Sign this certificate using the follawing Trusted Certificate

Cerlificate: Password

[ ]

Select this option if you would lie ta generate a CSR, or Cetifieate Signing Fiequest, to be sent off to
an extemal CA or Trusted Authorty for sigring. Once the CSR has been signed, and your certificate
generated, you will be able to Lpdate your CSR and import pour newly signed certificate.

Generate CSR for signing by a Trusted
Certificate Authority—Select this option if you ok (TP oo | b
would like to generate a CSR (Certificate Signing
Request) to be sent to an external CA (Certificate Authority) or Trusted Authority for
signing. Once the CSR has been signed, and your certificate generated, you will be able to
update your CSR and use your newly signed certificate. Export the certificate request to a
directory by using the “...” browse button. For more information about generating a CSR
for signing by a Trusted Certificate Authority, see Appendix B.

=Sign this certificate using the following Trusted Certificate—Select this option if you
would like to sign this new certificate using a trusted certificate already in your certificate
store.

Click Finish when you are done configuring these options.
6. Click Close to exit the Certificate Manager and then

continue to step 12 of the main body of this Quick Start :
Guide.
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To Import a Certificate

1. Click Import to import your certificate and private key.

SRT

A Certificate Manager

2. Import Certificate provides two options for importing your certificate:

You can select Import my Certificate and Private Key from
a single file in PKCS#12 format. Use the “...” browse button to
browse to your .p12 file. Type your Private Key password
and Confirm your password. Type a name used to identify
this certficate in the system. When you are finished, click
Import.

OR

You can select Import my Certificate and Private Key
from separate files. Use the “...” button to browse to your
.crt file. If you would also like to Import your Private Key
Information, select this check box and browse to your .key
file. You must then type your Private Key password and
confirm your password. Type a name used to identify this
certificate in this system. When you are finished, click
Import.

3. Your certificate has now been imported and you can
see it listed in the Certificate list. Click Close to exit
the Certificate Manager. Continue to step 12 of the
main body of this Quick Start Guide.

b ot Corilica = gi;ﬂ

5 knpest g Conficain o Pivnte Koy oo single s PXESH13)
Flename:

T It my Cencaie and e Ley from saparans hes
uuuuu

e Confirs pansracad
[ =
Enler a ramme uted 12 derdfy the Certficase i the ien

FT1% Cemcate

=

Impart Certificate

T legunt oy Centiicole and Prreaie Ky loom a s e [FRESH12)
Firiar:

@ It my Certhicats and Private ey from sepasts fles
leriamne:

ticatas\ LD S5L Contivcate 1t CD

¥ Import Private Fey Infomation sl
Fiivatn oy Glarusere

[E\Dexarrmts arad S it ead Dkt Lot ms LD 551 Comticate by O
Private Ky pasowost Confim password

=

Enrder a name ued to idently this Certficale in the spstem
I S5 Comhcane

1I Cancel
' Certificate Manager ]
Cotificatm Lint
[ Common Hame Tipe I
[ Ceticute Sioee Centficars
Ecsh Cortix:ate
[ErTPs 550 Cotficate Cevtiicate
B0 $51 Crtientn Contiicate
| |
Cinure | gt | fo Coe }

GroupDrive Server SSL/Public Key Certificate-based Authentication Quick Start Guide 8




To Sign the CSR

1. Select Sign CSR. The Certificate Signing Wizard will
launch.

SRT

=

o Cortificate Managor
Certheate Lot

Common Hame T I
[EILD 551 Certiicate Certficare

2. The Certificate Signing Wizard provides two options for signing your certificate:

You can choose to sign a CSR in local store. Use the
drop-down arrow to select your certficate and then
type your password. Click Next when you are finished.

OR

You can select an external file that contains your
CSR and use the browse “...” buttons to browse to the
certificate and to save the certificate. Click Next when
you are finished.

Certificate Signing Wizard - Step 1 @

@I would like to sign a CSR in local store
Certificate Password:

[csm = ||l

£ I would like to select an external file containing my CSR

Extemal flename containing CSF to be signed:

\ =]

Save the certificate to the following file:

\ =

Please enter the password associated with the key-pait for this CSR

Chets D Concel Help

Certificate Sipning Wizard - Step 1 ﬁl

1 would ke to sign a C5 in local store
Certificate Password,

[ E|]

@I would like o select an ssteral file containing my CSR

Extemal flename containing C3F to be signed:

[C\Documents and Settings\jodivDesktop'CertiicatestS5L Cer_ .. |)
Save the cerficate to the folloving fil

‘ C:\Documents and 5 ettings\odihD esktophCertificatesh3 5L Eer@

Click. this button to browse for the extemal C5R file that you would like to sign.

(I Help
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3. Select the Certificate name using the drop-
down arrow. Type the password used to
access the key-pair for the selected certificate.
You can change the Valid From and Valid To
dates by using the drop-down arrow. Click
Finish.

4. Your certificate is now ready for use and appears
in the Certificate List. Click Close to close the
Certificate Manager. Continue to step 12 of the
main body of this Quick Start Guide.

SRT

Certificate Signing Wizard - Step 2 E‘
Sign using the following trusted certiicate
Certficate name: Password
[JLD S5L Certfiate =] [T
Certficate Valdity Period
walid From: | 1/17/2008 &
Valid To: [ 1/16/2009 Z
Enter the password used to acoess the key-pair (01 the selected certficate
<Back { Finish ]} Cancel Help
%" Certificate Manager EI
Certificate List
Comman Mame [ Type [
Certficate Store Cetificate
CsR Cerificate
FTPS 55L Cerlficate Cettficate
E1ILD 551 Certificate Certificate
‘ ‘ Sign CSA.. |
Crsate ‘ Import | ‘C Close jp

GroupDrive Server SSL/Public Key Certificate-based Authentication Quick Start Guide

10



11.

12.

13.

When you have finished managing your
certificates, select your certificate using the
drop-down arrow. Use the browse “...” button
if you would like to change the default location
of your Certificate Store Folder. Click Apply to
apply your settings.

Click Yes to restart the server.

It is now time to test the server. To test the
server, right-click on the Server in the
GroupDrive Administrator and select Launch
Browser. By default, the browser will launch in
NON SSL mode, so when the browser launches,
your URL will appear as:< HTTP://yourURL/>. To
test the SSL access, Change the URL to:
< HTTPS://yourURL/> If you changed the port
number from default port 443 in step 8, you will
also need to add the port number using this
format: <HTTPS://yourURL:PORTNUMBER/>
Then logon using your credentials.

GroupDrive Server SSL/Public Key Certificate-based Authentication Quick Start Guide
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Appendix A: Requiring Certificates/Adding Users

1. To add users to the system, select users from
the GroupDrive Server Domain tree and click
New User.*

et

* In GroupDrive Collaboration Server, users are Group-based. By default each user is a
member of the Everyone Group. If you need more information about User Authentication
databases, see the GroupDrive Administrator User’s Guide or the SRT GroupDrive User
Authentication Quick Start Guide for your specific User Authentication database.

Hew User Wizard - $1ep 1

2. Type the User’s Full Name, the Username and S—
Password. After you confirm the Password, Q S
click Next.

3. By default, the user’s account is enabled. If you
would like to disable the user’s account, deselect Q o RETIIA— |
the check box. Use the browse “...” button to o e
change the location of the user's Home Directory.
Type the user's Email Address. Click Finish. The
user is now added to the server. o i i e v
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4. If you enabled Require Trusted Certificates from
Clients who Connect Securely in step 8 you must
configure a certificate for each user in GroupDrive
Server. After you have added the user to the server,
select the SSL tab.* To configure User Certificate
Settings/Trust the following certificate for this
user, use the drop-down arrow to select the
appropriate certificate. Click Apply.

* The GroupDrive client public certificate must be provided to the GroupDrive Server

administrator to be installed on the GroupDrive server.

GroupDrive Server SSL/Public Key Certificate-based Authentication Quick Start Guide
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Appendix B: Certificate Authorities

To Generate the CSR for Signing

1. Launch the GroupDrive Certificate Manager. (e
Click Create to create a certificate. This will Coticato L
launch the SSL Certificate Wizard. T o

| SenCsR. | |

( Cieals 3 Jmport | | Close

2. Type your Certificate Information. You must
supply your information for each field.* Use the —
ommon Name: [qdabl southrivetech.com
drop-down arrows to choose the Country and o T —
Depatment: [Erginesing

Valid From and Valid To dates. Enter the valid P e r—

= - tale/Piovince: [Manland
Email Address that will be used to contact the e

owner of the this certificate. Click Next. | 0o |
valdTo: [ 1212008 =]

Email Addiess: |webmaster@southrivertech.com

Enter a valid Email Address used to contact the owner of this certificate.

| (i Newt> |)  Cancel Help

SSL Certificate Wizard - Step 1

*The Common Name (CN), also known as the URL (Uniform Resource Locator), is the fully
qualified domain name used for DNS lookups of your server. Avoid using characters that
any system treats as special characters. Please note that some Certificate Authorities do not
allow you to abbreviate the State/Province name, so it is best to spell out the State or

Province name.
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3. Select a desired key length to be used with SSL Certificate Wizard -Step 2 X
your certificate. Longer key lengths provide .
better security, but result in slower

Select a desiied key lenath to be used with your cartificate. Longer key
lengihs are more secure, but are slightly slawer o process

Supported Key Langths

512 bits
performance. Shorter keys run faster but are & Teabis
less secure. Key lengths of 1024 bits or larger e

are recommended for secure environments. # kLG R 4

Click Next.

Select the appropriate key length for use with this cettifisate, Sharter keys are less secure, but pield
faster performance.

< Back 1 Next > | Cancal Help

4. Your certificate name will populate il o
automatically. Create a Private Key
password. Your password must be at least i s
four characters with no spaces and is case

Frivate key passward,

sensitive. After you confirm your password, o .
click Next. | .
Enter a password that will be used to securs the private key associated with this certificate.
< Back q Hewt> [ Cancel Help
5. Select Generate CSR for signing by a SSL Certificate Wizard - Step 4

Trusted Certificate Authority. Export the
certificate request to a directory by using the
“...” browse button. Be sure to take note of
where you save the .csr file because you will
need to access it again to send it to the

Certificate Authority. Click Finish.

" Selfsign this certificate

Self-signed certificates are relatively insecure and should not be used in
production enviranments.

* Generate C5R for signing by a Trusted Certificate Authority

Expart the cetificate rsquest [CS) to the following direstary
[CranFipS ecilesitest\ContStore’ galabl southivetech comest .|

" Sign this catiicate using the following Trusted Cetificats

Centific.ate: Password:

=l

Select this aption if you would like to generate a C3R, or Certificate Signing Request, to be sent off ta
an estemal C4 o Trusted Authoity for signing. Once the CSA has besn signed. and you certificate
generated, you wil be able to Update your CSR and impar your newly signed certficate

< Back (I Finish )  Cancel Help

6. You will see a message that indicates that your CSR has been successfully exported
to the directory that you chose to in Step 5.

Titan MFT Server ﬁ

) The CSR has been successfully written to C:lsrtFtpSecFilestestiCertstarelaalabl, southrivetech,com.csr. You may now send the CSR ko a trusted Certificate Autharity For signing, Once you receive the
. signed certificate, you can update this request with the signed certificate.

D

7. Click Close to close the Certificate Manager.
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To Send the CSR to the Certificate Authority/Certification Authority

1. Open WordPad and browse to the location of your e = =5
.csr file. Copy the text of the entire file, including the :
words “Begin Certificate Request” and “End
Certificate Request”.

tzoEEreTEaem

Tt
HRA e T R P T B PTA AL S P i i e
EriTwi 1 L Sed e g Lk LB OO A LLSLENT LT

Bariig 2
ENERS s TR LB T3 | YIS e Tl B B AR TR
£ ARV galwarce

- cFTITICATE

2. You must choose a Certificate Authority/Certification Authority. There are many
Certificate Authorities/Certification Authorities to choose from, such as:

https://www.thawte.com ! - e —
http://www.verisign.com

http://www.digicert.com

 Spel check this fekd
[

Once you have chosen your Certificate Authority,
navigate to the area on the CA’s web site where they

have provided a place
for you to paste your CSR. Paste your CSR, and provide any additional information that is

required by the Certificate Authority.
After you submit your Certificate Signing Request, the Certificate Authority will do a

background check to verify and authenticate the Certificate Signing Request. The average
wait time for approval is approximately one week.
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3. After the Certficate Authority approves your CSR, they will Recan s faana
email you a secure link to access your certificate. Copy your | =
certificate to WordPad and save in .crt format. When you
name your .crt file, do not use extra periods or characters
that any system treats as special characters. Be sure to take
note of where you save the .crt file because you will need to
access it again to update the certificate stored in the server.

4. Launch the GroupDrive Certificate Manager. Select Update 7ot L
CSR.* (B i '
(*DO NOT CHOOSE Import. If you choose Import it will '
invalidate your CSR. To properly configure this certificate

to GroupDrive Collaboration Server you must choose

Update CSR.) —
5. The Update CSR Utility will launch. Use the drop-down — - =
arrow to select the CSR File that you would like to pilons (Ul o iR

L3 Fim Fasmmced

update with a signed certificate. Once updated, the
CSR will become a valid certificate associated with your
KeyPair. Type your password. Use the browse “...”
button to browse to the location of your certificate
(.crt) file. When you are finished, click Update.

6. Your CSR is now upgraded to a verified certificate file. You may now use the
certificate. Click OK.

About South River Technologies

South River Technologies (SRT) is an innovator in managed file transfer and document
collaboration software. SRT’s software seamlessly integrates access to remote files into the
desktop applications that users rely on, creating an instantly familiar interface for
collaborating, sharing, and accessing files. SRT’s enterprise class server products are built
using industry standard encryption, highly granular security configuration controls, and
technologies to reduce the risk of network intrusions. Over 60,000 customers, including
more than 70 colleges and universities, government agencies such as NASA and FAA and
other blue chip companies in more than 110 countries rely on SRT’s software to make
remote file access and collaboration more efficient for their customers, partners, and
distributed workforce. For more information, please visit www.southrivertech.com.
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