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LDAP Authentication in Cornerstone
Lightweight Directory Access Protocol (LDAP) is generally used on non-Microsoft equipment (though it 
can work in conjunction with Active Directory) as a directory for sharing information. LDAP includes its 
own object classification system, which includes files, folders, assets (such as printers and scanners), and 
user information. These items can be shared by a network of computers to enable features such as universal 
sign-on and email address lookup. Cornerstone can use LDAP to authenticate users and evaluate their 
permissions, which controls access to Cornerstone data.

Objects are classified with a list of tags, the combination of which makes each object a unique item in your 
network. Only users with the appropriate permissions can perform LDAP searches or perform actions on 
objects. Cornerstone MFT must be configured with the proper search strings in order to locate user and 
group information in LDAP. For most LDAP installations, the default values can be used and will return the 
proper user and group information from LDAP. However, there are instances where these values may need 
to be enhanced to allow Cornerstone MFT to find the user information in LDAP.

Configuring the Cornerstone MFT Administrator 

The following steps can be used to configure a new Cornerstone server to leverage LDAP as the user authen-
tication engine:

1. Run the Cornerstone Administration Utility and start the New Server Wizard.

2. Walk through the Server Wizard selecting the desired options until you reach the page asking for
the User Authentication choice.

3. Use the dropdown arrow to select Standard LDAP User
Authentication, then click the Authentication Server Setup
button. This will launch the LDAP User Authentication
sub-wizard.

a. Type your LDAP Domain Name. Use the dropdown
arrow to choose your LDAP Server Name. Type your 
port number (the default port is 389) and select addi-
tional options using the check boxes. We recommend selecting both Get home directory 
from user’s profile and Hide disabled user accounts. When you are finished, click Next.

b. Type the administrative username and password. The Domain Administrator must have full
administrative access to the LDAP server. For most LDAP servers, you will want to use the
Domain Administrator account. The format for the username must be: <username>@<do-
mainname>

NOTE: LDAP over SSL re-
quires that the Cornerstone 
Server and the LDAP server 
are members of the same 
domain. The default port for 
LDAP over SSL is 636.
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c. Choose your Authentication Bind Method
using the dropdown arrow. For most LDAP
servers, Simple works best. When you are
finished, click Next.

d. Set the Group Cache Life and User Cache
Life using the up/down arrows. Corner-
stone will wipe its cache according to this
value. If it caches too often, your perfor-
mance will degrade as resources are allo-
cated to memory. However, leaving the
cache will mean updated group and user
configurations will take more time to go into
effect. Click Next.

e. Fill in the LDAP forms. These should be left at
their defaults for standard implementations.

f. Enable Use ‘paged’ search to compile LDAP
results in shorter chunks or pages. This can
relieve the server from processing large lists at
one time but will require the server to send multiple
requests to create pages. Click Next.

g. Test the configuration and ensure Cornerstone is
able to communicate with the User Authentica-
tion Server. If Cornerstone MFT can successfully
communicate with the LDAP Authentication data-
base, a Success message will display. Click OK. If
an error is displayed, Cornerstone was not able to connect to the server, most likely because
the admin username/password is not correct or because the domain is not complete (for
instance, “srt” instead of “srt.com”).

h. After Cornerstone MFT successfully connects to the database, Cornerstone will attempt to
generate a list of groups and users. Click Yes to test the generation of a list of groups and
users. Click Finish.

4. You should now be returned to the Cornerstone MFT New Server Wizard. Click Next.

5. Step through the remaining pages in the Server Wizard, selecting the options you desire. On the
final page of the Wizard you will see a list of options selected for your server. Click Finish to create
the server.
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Once the server is created, the server will start and appear in the main Cornerstone MFT Administrator 
window. A green-lit server icon will appear to indicate that the server is running.
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Supported Operating Systems

• Windows Server 2012, all editions, 32-bit and 64-bit

• Windows Server 2008-R2, all editions,  32-bit and 64-
bit

• Windows Server 2008, all editions, 32-bit and 64-bit

• Windows Server 2016, all editions, 32-bit and 64-bit

Minimum Hardware Requirements

• 2 GHz Pentium® class processor

• 4GB of RAM is required; 8GB of RAM is recommended

• Minimum 100MB of free disk space for the application

• Minimum SVGA (800x600) resolution display is required to run the
Administration console program.

Minimum Software Requirements

• Microsoft .NET Framework v4.0 is required

• Microsoft SQL Server 2005 or later is required

• Microsoft SQL Server Management Studio Express is recommended

Limitations

• Cornerstone MFT server is a multi-threaded, dynamic server solu-
tion for the Microsoft Windows operating system. While designed
to handle an unlimited number of user connections and servers, like
all software, Cornerstone is limited by the resources of the comput-
er; most notably, those limitations imposed by the Windows Sockets
(WINSOCK) Library.

System Requirements
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South River Technologies (SRT) is an innovator in secure file management soft-
ware. SRT software allows users to securely access, manage, and collaborate on 
files over the Internet, streamlining business processes to improve productivity. 
SRT’s products enhance customers’ existing applications by instantly enabling 
secure access and collaboration within those applications. More than 90,000 cus-
tomers in 140 countries use SRT’s software to make remote file access and collab-
oration more efficient for their customers, partners, and distributed workforce. 

For more information, please visit www.southrivertech.com. South River Tech-
nologies, Cornerstone MFT, Titan FTP Server, WebDrive, and DMZedge Server 
are registered trademarks of South River Technologies, Inc. in the U.S. and other 
countries. Any information in this document about compatible products or 
services should not be construed in any way to suggest SRT endorsement of that 
product or service.
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